CHEROKEE ELECTRIC COOPERATIVE

CHEROKEE ELECTRIC COOPERATIVE

Member Communications
Privacy Policy

OBJECTIVES:

1. To establish the Cooperative's policy regarding the collection, use, sharing, retention, and protection of
member information in connection with email, voice, and text message communications.

2. To provide consistent standards for enrollment, delivery, consent, communication preferences, opt-out
requests, service-provider access, and member support for electronic and telephone communications.

POLICY:

1. Scope and General Principles

a. This policy applies to email, voice, and text message services used by Cherokee Electric Cooperative to
communicate with members, account holders, applicants, and other authorized contacts.

b. These communication services may be used for account administration, billing and payment information,
outage and service updates, safety or emergency notices, planned work, appointment or service coordination,
member requests, Cooperative programs, surveys, and other legitimate Cooperative purposes.

c. The Cooperative will collect and use information reasonably necessary to provide electric service, administer
member accounts, deliver requested communications, maintain the reliability and security of its
communication systems, and satisfy applicable legal or regulatory obligations.

d. The Cooperative will not sell or rent member personal information to unaffiliated third parties for their own
independent marketing purposes.

2. Information Collected

a. Information collected or maintained in connection with these services may include a member's name, account
or member number, service and billing address, email address, telephone number, and other contact
information associated with the member's account.

b. The Cooperative may maintain communication preference information, enrollment status, consent records,
opt-in and opt-out activity, and the communication channels selected by the member.

c. The Cooperative and its service providers may maintain delivery information such as message date and time,
delivery or failure status, email bounce information, text message status, telephone routing information,
message identifiers, and records of member responses or interactions.

d. Communications initiated by a member or sent to the Cooperative may be retained when necessary to respond
to the member, document account activity, investigate a complaint, provide service, or satisfy record-retention
requirements.

e. Voice recordings, voicemail, or automated transcriptions may be retained only when the communication
system is configured to create such records and when collection and use are permitted by applicable law and
Cooperative procedure.

f. Service providers may generate limited technical information necessary to deliver communications, diagnose
delivery problems, prevent misuse, and maintain system security.
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3. Use of Information

a. The Cooperative may use member communication information to:
i. Identify and authenticate the member or authorized account contact.

ii. Deliver billing, payment, account, service, outage, restoration, safety, emergency, and operational
communications.

iii. Respond to member questions, requests, complaints, and feedback.
iv. Coordinate appointments, service work, inspections, and other Cooperative activities.

v. Provide information regarding Cooperative programs, services, elections, meetings, surveys, or other
member-related matters when appropriate.

vi. Maintain communication preferences and honor valid opt-out requests.

vii. Monitor delivery performance, troubleshoot communication failures, improve member service, and protect
Cooperative systems against fraud, abuse, or unauthorized use.

viii. Comply with legal, regulatory, audit, records-retention, or litigation requirements and protect the rights,
property, and safety of the Cooperative, its members, employees, and the public.

4. Member Consent and Communication Preferences

a. Members are responsible for providing accurate contact information and for promptly notifying the Cooperative
when an email address or telephone number changes.

b. The Cooperative will obtain and maintain consent or authorization for automated, recurring, or promotional
communications when such consent or authorization is required by applicable law or the communication
service being used.

c. Members may request changes to communication preferences through the methods made available by the
Cooperative. A preference change may require a reasonable period of time to process.

d. A member's decision to decline or discontinue an optional communication channel will not affect the member's
right to electric service. The Cooperative may continue to provide communications through another available
channel when necessary for account administration, safety, service, or other legitimate Cooperative purposes
and when permitted by law.

e. Members should not assume that an opt-out request directed to one communication channel automatically
changes preferences for all other communication channels.

5. Text Message Communications

a. Text messages may be used for outage information, service alerts, account notices, payment or billing
reminders, appointment or work coordination, emergency notifications, and other Cooperative
communications.

b. Message frequency may vary based on account activity, outages, weather, emergencies, service work, and the
communication programs in which a member is enrolled.

c. Standard message and data rates imposed by a member's wireless carrier may apply. The Cooperative is not
responsible for carrier charges, carrier delivery failures, or delays outside the Cooperative's control.

d. Where supported by the communication service, the Cooperative will provide a reasonable method to stop
recurring text messages or request assistance. Opt-out instructions may include replying STOP, and
assistance instructions may include replying HELP.

e. Members should report text messages that appear to impersonate the Cooperative, request unusual payment
methods, or seek sensitive information in a suspicious manner.
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6. Email Communications
a. Email may be used for account information, billing and payment notices, service updates, outage information,
member requests, Cooperative news, programs, surveys, and other member-related communications.

b. Where applicable, optional or promotional email communications will include a reasonable method for the
recipient to unsubscribe or otherwise change email preferences.

c. The Cooperative may continue to send account, service, safety, emergency, or other non-promotional
communications when appropriate and permitted by law.

d. Members should not send passwords, full Social Security numbers, payment card numbers, or other highly
sensitive information through ordinary email unless specifically directed to a secure Cooperative method.

7. Voice Communications

a. Voice communications may include live calls, automated or prerecorded notifications, and voicemail messages
used for account, outage, service, safety, emergency, appointment, and other Cooperative purposes.

b. The Cooperative will use automated or prerecorded voice communications in a manner consistent with
applicable law and required consent practices.

c. Members should use published Cooperative contact information to verify any unexpected call that requests
payment, account credentials, or sensitive personal information.

d. The Cooperative may retain call-related records, recordings, or transcriptions when necessary for member
service, quality, training, security, dispute resolution, or legal and record-retention purposes, and when
permitted by applicable law.

8. Sharing of Information and Service Providers

a. The Cooperative may share information with vendors and service providers that host, transmit, route, secure,
support, or administer email, voice, or text message services on behalf of the Cooperative.

b. Service providers are expected to use member information only for authorized Cooperative purposes or as
otherwise permitted by law and to maintain reasonable protections for information provided to them.

c. The Cooperative may disclose information when required by law, subpoena, court order, regulatory request, or
other lawful process, or when reasonably necessary to investigate fraud, security incidents, threats, or
misuse.

d. This policy does not authorize employees to disclose member information contrary to the Cooperative's
Confidential Information policy or other applicable Cooperative policies.

9. Security and Data Retention

a. The Cooperative will use reasonable administrative, technical, and physical safeguards designed to protect
member communication information under its control.

b. No communication system can be guaranteed to be completely secure or continuously available. The
Cooperative may suspend or modify a communication service when necessary to protect members, data,
systems, or operations.

¢. Communication records and related information will be retained only as long as reasonably necessary for the
purpose collected, consistent with the Cooperative's records-retention policy, legal obligations, operational
needs, and legitimate business purposes.

d. Information that is no longer required will be destroyed, deleted, or otherwise disposed of in a manner
appropriate to the sensitivity and format of the information.
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10. Member Requests and Suspicious Communications

a. Members may contact the Cooperative to update contact information, request changes to communication
preferences, ask questions regarding communications received, or report suspected misuse of member
information.

b. Members are encouraged to report suspicious emails, calls, or text messages that claim to be from Cherokee
Electric Cooperative. Employees receiving such reports will route them to the appropriate department for
review.

c. The Cooperative may require reasonable verification of identity before changing account contact information,
disclosing account information, or processing certain privacy-related requests.

11. Policy Review and Changes

a. The Cooperative may review and revise this policy as communication technology, member services,
operational practices, vendor relationships, or applicable legal requirements change.

b. Material changes to the Cooperative's communication practices should be reflected in this policy and in any
member-facing privacy notice, consent language, or communication terms used by the Cooperative.

RESPONSIBILITY:
1. The CEO/Manager or designee is responsible for the implementation and periodic review of this policy.

2. Management personnel responsible for Member Services, Communications, Information Technology, and
other affected departments shall coordinate the administration of email, voice, and text message services and
related member communication practices.

3. Employees and authorized service providers with access to member communication information are
responsible for protecting such information and using it only for authorized purposes.
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